USB dead drops 


Create a USB Dead Drop in Nature by DIY Hacks and How Tos Dead drop is an 
anonymous, offline, peer-to-peer file sharing network in public space. This network 
is made up of USB drives that are embedded in walls, buildings and other public 
places. Anyone is free to access, download, and upload. It is very similar to 
geocaching but with data. The first USB dead drop network of five locations was 
created by Berlin-based artist Aram Bartholl in 2010. Since then, there have been 
over 1,000 dead drop locations that have been registered at deaddrops.com 
(WARNING: deaddrops.com is as of July 2018 a 3rd party, be sure to make yourself 
aware of whether their status has changed politically). For a walk through of how to 
set up a standard USB dead drop, check out this instructable by user frenzy. Up 
until now, this has been mostly restricted to urban locations. In this instructable, | 
am going to attempt to expand this project beyond city limits by showing everyone 
how to embed USB drives in natural fixtures such as trees and rocks. Contents 1) 
Materials 2) Remove the Housing of the USB Drive 3) Wrap the USB Drive in 
Plumber's Tape 4) Select a Dead Tree or Stump as a Dead Drop Location 5) Drill 
Holes in the Trunk to Make Room for Your USB Drive 6) Apply the Wood Glue and 
Insert the USB Drive 7) Finished Dead Drop Site 8) Stone Dead Drop Location 


1) Materials To install a USB drive in a tree, you will need the following materials: 
Materials: USB flash drive, Plumber's tape, Wood Glue Tools: Cordless Drill, Drill bit, 
set Screwdriver, or other tool to pry open the flash drive 2) Remove the Housing of 
the USB Drive The first step is to open up the housing of the flash drive and remove 
all the unnecessary plastic. You can usually pry open the housing with a small screw 
driver or knife. Another option is to just squeeze the housing with a pair of pliers at 
the seam. Continue removing parts until only the USB connector and the circuit 
board remain. 3) Wrap the USB Drive in Plumber's Tape Applying a layer of 
plumber's tape around the circuit board of the drive helps to keep it a little more 
protected. Don't go overboard, one or two layers is plenty. 4) Select a Dead Tree or 
Stump as a Dead Drop Location Select a dead tree to locate your dead drop. | do not 
recommend using a healthy tree for this project. In addition to the damage caused 
by drilling, the cavity that you create also provides a potential site for mold, rot and 
insects to take up 


residence. Because of this, | recommend using a tree that is obviously dead, fallen 
over, or just a stump. 5) Drill Holes in the Trunk to Make Room for Your USB Drive 
The USB connector and board of a typical USB drive is about 0.5linch (13mm) wide 
x 0.20inch (5mm) thick. There are a number of ways that you can drill out a slot to 
accommodate for it. The simplest and fastest method is to drill a single hole that is 
large enough to fit the whole drive inside of it. A 1/2" drill bit will usually suffice for 
this. If you want to make a smaller imprint on the surface and make the end 
product look a little cleaner, you can drill a series of smaller holes in a line to make 


a slot. Each hole should be the same thickness as the USB drive (about 0.64cm). 
Then you can finish the shaping with a knife or file. Be sure to drill your hole is a 
part of the tree that is solid and free from rot. 6) Apply the Wood Glue and Insert the 
USB Drive Clear the saw dust and wood shavings from the hole by blowing on it. 
Then fill the hole most of the way with wood glue. Slowly insert the USB drive into 
the hole until the back edge of the metal on the connector port is even with the 
surface of the tree. Some of the glue will squeeze out around the edges. Wipe off 
the excess using some nearby leaves. Once the glue dries, you have a USB dead 
drop site out in nature. If you wish to prolong the life of the drive, you can put a cap 
on it (or over it) to at least partially protect it from the weather. 7) Finished Dead 
Drop Site The last step is to upload the instruction text files and any other files that 
you want to share.13 To document the dead drop location, it helps if you take three 
pictures of the location (up close medium and far away). This makes it easier for 
others to find your dead drop. 8) Stone Dead Drop Location You don't need to limit 
yourself to just trees. You can also setup a dead drop in stone. The process for this 
variation is identical to the original procedure that is used for brick and mortar 
locations. Just find a relatively soft rock, drill the hole with a mortar drill bit and use 
a concrete patch or fast drying cement instead of glue to fill the hole.14 


13 Reminder: deaddrops.com is a 3rd party You can 
find the readme file here: http://deaddrops.com/download/readme.txt 14 
http://www. instructables.com/id/Create-a-USB-Dead-Drop-in-Nature/ 


6) Party van with Pirate Box and Botnet This concept is only for the most dedicated 
and technically capable. Implementing it requires determination, good driving and 
an intimate knowledge of INFOSEC. It has been dubbed the ,,Party van” since inside 
of it you will be having a continuous party, but there is another Party Van which has 
letters belonging to an ,,Alphabet Soup” agency attached to it awaiting you if you go 
for this method. Are you mentally strong enough to becoming a bit buccaneer? 
What you need: 1) A van or truck. A rental vehicle is recommended, though the 
security thereof is questionable. Intimate knowledge of the vehicle and any digital 
subsystems it may have is a necessity. 2) A ,,pirate box“ hacked router and antenna 
set-up. 3) A small team of 2-5 revolutionaries who are all skilled drivers. 4) Food 
rations, as you will be driving almost continuously for the entire operation. 5) A 
route plan - DO NOT DIGITIZE THE ROUTE PLAN! 6) A ,,zero-day", or list of common 
wifi exploits, in order to hack nearby wifi modems. 7) Knowledge of how to maintain 
and operate a botnet, which is the product of this endeavour and can then be used 
against enemy digital networks. 


The concept is simple. You buy rations and get your other supplies stocked up. Then 


you drive along your route at a leisurely pace hacking as many wifi routers 
(automatically! Write the script yourself!) along the way as come into range of your 
signal. Law enforcement will not identify you as long as you stay on the move and 
avoid boosting your signal too strongly. Ideally, your connection request should not 
be visible to nearby wifi users. Ultimately this method depends greatly on personal 
computer and communications proficiency and is recommended in order to build a 
botnet within a week or so of continuous driving (take shifts, make sure proper 
vehicle maintenance is observed prior to departure and use cash at gas stations). 
The success of such a mission depends on careful planning of digital resources and 
knowledge of both cellular and 2G/3G/4G networks. If your ISP notices irregular 
behavior and decides to remove you from their system you must have plans around 
this eventuality. Dynamic IPs and multiple (or spoofed) device IDs are essential to 
maintain connectivity to the network, or it is entirely possible to perform the 
operation ,,offline“ if your configuration settings are adequate and you do not plan 
on immediately activating the botnet. The topic of botnet management should be 
carefully planned and directly connected to the following attacks on enemy network 
infrastructure. You may picture yourself as a pirate, but first and foremost you are 
a National Socialist and any use of the botnet for personal gain will be identified and 
punished by your allies. 


